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Abstract—In an RFID (Radio Frequency Identification) 

system, a tag with a unique ID is attached to an object and a 

reader can recognize the object by identifying the attached tag. 

With this identified tag ID, the reader can then retrieve the 

related information of the object from the backend server 

database. Due to the nature of RF signals, the communication 

between the reader and tags is vulnerable to attacks, leading to 

privacy and security weakness. Typical attacks include the 

forged-tag, forged-server, man-in-the-middle (MitM), tracking, 

replay, forward secrecy and DoS attacks. Due to the extremely 

small memory and very limited computation power of tags, some 

security schemes, like Chien and Chen’s scheme, Chen and 

Deng’s scheme, have been proposed to resist these attacks by 

using ultralightweight operations on tags, such as the random 

number generation (RNG), the pseudo random number 

generator (PRNG), the cyclic redundancy check (CRC), and the 

exclusive-or (XOR) operator. These schemes still have some flaws, 

though. In this article, we show two mutual authentication 

schemes using only ultralightweight operations conforming to the 

EPCglobal Class 1 Generation 2 (EPC C1G2) standard to resist 

aforementioned attacks and reduce the communication and/or 

computation overheads. We show comparisons of the two 

schemes and other related ones, and also show some research 

directions on designing good RFID reader-tag mutual 

authentication schemes. 
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I.  INTRODUCTION  

The RFID (Radio Frequency Identification) technology 

[1-2] is fundamental in realizing the IoT (Internet of Things) 

vision [3]; it has been utilized in many applications, such as 

healthcare, logistic control, supply chain management, and 

asset tracking, etc. An RFID system consists of tags, a reader 

and a backend server. A tag with a unique ID is attached to an 

object and the reader can recognize the object by initiating the 

identification procedure (or interrogation procedure) to identify 

the tag ID through wireless communications between the 

reader and tags. With this identified tag ID, the related 

information of the object can then be retrieved from the 

backend server database (or middleware). 

Due to the nature of wireless communications, the 

identification procedure is susceptible to various latent attacks. 

Typical attacks include the forged-tag, forged-server, denial of 

service (DoS), replay, man-in-the-middle (MitM), tracking, 

forward secrecy attacks [4-7]. The RFID system has security 

and privacy problems in the presence of attacks. 

Conventional crytography, such as symmetric and 

asymmetric encryption/decryption mechanisms, can easily 

resist the aforementioned attacks. However, general RFID tags, 

such as the well-known EPCglobal Class 1 Generation 2 (EPC 

C1G2) tags [8], usually have very low costs and thus have 

extremely small memory and limited computation power. 

Therefore, they cannot afford to run general crytography 

mechanisms [9-10]. For example, only ultralightweight 

operations, such as the random number generation (RNG), the 

pseudo random number generator (PRNG), the cyclic 

redundancy check (CRC), the hash function [11] and the 

exclusive-or (XOR) operator, are feasible to execute on EPC 

C1G2 tags. 

Several mutual authentication schemes [12-16] have been 

proposed to resist attacks for RFID systems. By registering tags 

and readers in the backend server database, they allow a tag 

and a reader to authenticate each other. Some [12-14] of them 

use heavy-weight operations on tags; they are thus unsuitable 

for EPC C1G2 RFID systems. The other schemes [15-16] use 

only ultralightweight operations on tags; they can therefore be 

applied to EPC C1G2 tags. Unfortunately, these 

ultralightweight schemes still suffer from security weaknesses 

[17]. This motivates us to design ultralightweight schemes to 

raise the security level of RFID systems conforming to the EPC 

C1G2 standard. 

This article introduces two improved mutual 

authentication schemes proposed by us in [18] and [19]. The 

schemes are suitable for EPC C1G2 RFID systems, since they 

require tags to perform only ultralightweight operations, such 

as the RNG, PRNG, XOR, and CRC operations. They 

nevertheless can resist the forged-tag, forged-server, MitM, 

tracking, replay, forward secrecy and DoS attacks. Moreover, 

the two schemes have lower communication and/or 

computation overheads than other related schemes, as 

demonstrated by the comparisons shown in this paper. 

The remainder of the article is organized as follows. Some 

mutual authentication schemes are introduced in Section II. 



Two scheme proposed by us are detailed in Section III. 

Performance comparisons are presented in Section IV. Finally, 

some concluding remarks are drawn and future research 

directions are given in Section V. 

II. RELATED WORK 

The EPC C1G2 standard [8] is one of the most famous 

RFID standards. It was adopted by ISO/IEC as an 

international standard referred to as ISO/IEC 18000-6C. An 

EPC C1G2 tag is passive and communicates with a reader on 

the UHF band (800-960 MHz) at the range from 2 m to 10 m 

depending on the operating environment. It supports the on-

chip 16-bit PRNG, 16-bit CRC, and XOR operations. 

Many reader-tag mutual authentication schemes [12-16] 

have been proposed to mitigate the security threats mentioned 

in Section I by using only ultralightweight operations, such as 

PRNG, CRC, and XOR, in order to build systems conforming 

to the EPC C1G2 standard. Below, we describe two of these 

schemes, Chien and Chen’s scheme [15], and Chen and Deng’s 

scheme [16], which are most related to our proposed schemes 

[18-19]. 
In Chien and Chen’s scheme [15], a tag (denoted by tagi) 

shares some private information, such as EPCi, authentication 
key Ki and access key Pi with a reader (denoted by readerj). 
This information is used to build messages M1 and M2 in order 
to prove the authenticity of tagi and readerj. Unfortunately, 
since the communication channel between tagi and readerj is 
insecure, the adversary can monitor and modify the message 
sent through the channel. As shown by Peris-Lopez et al. in 
[17], Chien and Chen’s scheme cannot resist the forged-tag, 
forged-server, DoS, tracking, and forward secrecy attacks.  

In Chen and Deng’s scheme [16], tagi is associated with a 
unique EPC code EPCi, and readerj is associated with a unique 
identification IDRj. To register tagi, the server randomly selects 
a nonce Ni and an initial authentication key Ki for tagi and 
stores EPCi, Ni and Ki in tagi and the server database. To 
register readerj, the server stores IDRj in the database. 
Referring to the CRC security flaw proposed by Peris-Lopez et 
al. [17], Chen and Deng’s scheme is vulnerable to the forged, 
DoS, and replay attacks. Furthermore, since only tagi responds 
to the request message of readerj according to Ni contained in 
the message, readerj needs to poll tags one by one to finish the 
identification procedure. When a large number of tags are 
registered on the server, it takes much time for the reader to do 
the polling. 

III. IMPROVED MUTUAL AUTHENTICATION SCHEMES 

This section elaborates two improved mutual 

authentication schemes proposed by us in [18] and [19]. 

Similar to the schemes mentioned in Section II, the improved 

schemes assume the communication between the reader and 

the tags is insecure, but the communication between the reader 

and the backend server is secure. 

A. The First Improvement 

We introduce below the first improved scheme proposed in 
[18]. The scheme, as depicted in Fig. 1, uses only 
ultralightweight operations, such as the RNG, PRNG and XOR 

operations. It has two phases, the registration phase and the 
authentication phase, and can resist more attacks than the 
schemes introduced in Section II. However, the server needs to 
seek the information of tagi in the database for the purpose of 
authenticating the tag. The seeking is by an exhaustive search 
since the searching key PIDi changes after successful 
identification. The seeking leads to some overheads, though. 

 

Fig. 1.The process of the first improved mutual authentication scheme [18] 

B. The Second Improvement 

The second improved scheme proposed in [19] is depicted in 
Fig. 2. It uses only ultralightweight operations, including the 
RNG, PRNG, XOR, and CRC, to reduce computation and 
communication overheads. It is simpler than the first improved 
scheme; however, it can resist the same number of attacks as 
the first improvement. 

 
Fig. 2.The process of the second improved mutual authentication scheme [19] 

IV. COMPARISONS 

In this section, we show comparisons for the two 

improved mutual authentication schemes [18-19] and Chien 

and Chen’s scheme [15], and Chen and Deng’s scheme [16]. 



The comparisons are based on the situation where a reader 

tries to identify a unique tag out of n registered tags. 

We first show the comparisons of the communication cost 

(i.e., the number of bits transmitted) between a tag and a 

reader. Table I shows the comparison results. Note that in 

Table I, LHELO, LREQ, and LRESP stand for, respectively, the 

length (128 bits) of the hello message, the request message 

and the response message. LRND, LK and LID represent the 

length (128 bits) of the output of the random number generator, 

the key and the tag identity, respectively. LPRNG and LCRC stand 

for, respectively, the length (16 bits) of the output of PRNG 

and CRC operations. Furthermore, LCK stands for the length 

(128 bits) of the XOR operation result of a key and a CRC 

output. As shown in Table I, the communication costs of Chien 

and Chen’s, Chen and Deng’s schemes, and the first improved 

scheme are respectively 2LRND+ 2LCK (=512 bits), n(1LREQ+ 

1LRND+ 1LCRC)+ 1LRND+ 1LCR+  1LK+ 1LRESP (=272n + 400 bits) 

and 1LID + 1LN + 1LK + 2LPK(=640 bits). We can observe that 

the second improved scheme has a lower communication cost, 

which is 2LN+ 2LCRC (=288 bits), than the other schemes. 
Table II shows computation cost comparisons during the 

authentication phase. In Table II, TXOR, TPRNG, TCRC, and TH are 

the execution time or the computation cost for the XOR, 

PRNG, CRC and hash function operation, respectively, and n 

is the number of tagi. Note that the exclusive-or operation are 

very low computation-cost operations and the computation 

costs of other operations are of the ascending order: TCRC, 

TPRNG and TH. By Table II, we can observe that the second 

improved scheme, Chien and Chen’s scheme [15] and Chen 

and Deng’s scheme [16] have nearly the same computation 

cost. Yet, the first improved scheme has lower computation 

cost than other schemes. 

Table III shows the comparisons of the ability to resist 

various attacks. By Table III, we observe that Chen and Deng’s 

scheme can resist only the MitM attack, and Chien and Chen’s 

scheme suffer from all the aforementioned attacks. The first 

improved scheme cannot resist the tracking attack, while the 

second improved scheme can resist all the aforementioned 

attacks, i.e., the forged-tag, forged-server, MitM, tracking, 

replay, forward secrecy and DoS attacks. 

V. CONCLUSION 

This article shows two improved ultralightweight reader-
tag mutual authentication schemes to improve existing 
schemes for resisting various attacks, such as the forged-tag, 
forged-server, MitM, tracking, replay, forward secrecy and 
DoS attacks. The improved schemes use only ultralightweight 
operators, like the RNG, PRNG, CRC and XOR, on tags to 
conform to the EPC C1G2 standard. Compared with related 
schemes, namely Chien and Chen’s scheme [15] and Chen and 
Deng’s scheme [16], the improved schemes can resist more 
attacks and have lower communication and computation costs. 

In the future, we plan to design more efficient and more 
secure RFID reader-tag mutual authentication schemes using 
only ultralightweight operations. One direction is to use the 
Rabin algorithm [20] to encrypt (resp., decrypt) messages by 
executing one multiplication operation on a tag and to decrypt 
(resp., encrypt) messages by executing one square root 

operation on a reader. Since a reader has much more resources, 
such as memory, energy and computation power, than a tag, 
the asymmetric computation requirements demanded by the 
Rabin algorithm encryption and decryption are suitable for 
designing feasible and secure RFID reader-tag mutual 
authentication schemes. 

 

TABLE I.  COMMUNICATION COST COMPARISONS 

Schemes Communication costs 

Chien and Chen’s 2LRND + 2LCK 

(=512 bits) 

Chen and Deng’s n(1LREQ+ 1LRND+ 1LCRC) + 1LRND+ 

1LCR+  1LK+ 1LRESP 

(=272n+400 bits) 

First Improvement 1LHELO+ 1LID + 1LRND+ 1LK + 2LPK 

(=768 bits) 

Second Improvement 1LRND + 11LPK + 2LCRC 

(=288 bits) 

Note that LHELO, LREQ, LRESP, LPK, LCRC, LCK, LRND , LK and LID are the bit lengths of the 

hello message, request message, response message, XOR result of a key with a PRNG 

output, CRC output, XOR result of a key with a CRC output, random number generator 

output, key and identity, respectively 

 

TABLE II.  COMPUTATION COST COMPARISONS  

Schemes 
Computation costs 

Tagi  Server 

Chien and 

Chen’s 

2TXOR+ 2TCRC + 

1TCOMP+ 

2TPRNG 

nTVERI + 1TXOR + 1TCRC + 

2TPRNG (TVERI= 2TXOR+ 

2TCRC+ 2TCOMP) 

Chen and 

Deng’s 

nTVERI+ 4TXOR 

+ 1TCRC 

(TVERI= 1TXOR+ 

1TCRC+ 

1TCOMP) 

nTVERI + 3TXOR + 1TCRC 

(TVERI = 2TXOR+ 

1TCRC+1TCOMP) 

First 

Improvement 

6TXOR + 

5TPRNG+ 

1TCOMP 

((log n)+1)TCOMP+ 

1TH+6TXOR+ 4TPRNG+ 2TVERI 

(TVERI = 1TPRNG+ 1TCOMP) 

Second 

Improvement 

5TXOR + 1TCRC 

+ 3TPRNG+ 

1TCOMP 

nTVERI+5TXOR + 1TCRC + 

2TPRNG 

(TVERI = 1TCRC+ 1TCOMP) 
Note that n stands for the number of tags: TXOR, TPRNG, TCRC, TH, TVEFI and TCOMP are the 

computation costs of the XOR, PRNG, CRC, hash function, verification and comparison 

operations/procedures, respectively.    
 

TABLE III. SECURITY COMPARISONS 

               Schemes 

Attacks 

Chien and 

Chen’s 

Chen and 

Deng’s 

First 

Improvement 

Second 

Improvement 

Resistance to the 

forged-tag attack 
No No  Yes Yes 

Resistance to the 

forged-server attack 
No No  Yes Yes 

Resistance to the  

tracking attack 
No No  No Yes 

Resistance to the  

relay attack 
No No  Yes Yes 

Resistance to the  

MitM attack 
No Yes  Yes Yes 

Resistance to the 

forward secrecy 

attack 

No No  Yes Yes 

Resistance to the  

DoS attack 
No No  Yes Yes 
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